


access location data, including allowing for the location of a mobile phone to be
disclosed.?

The Committee notes the views set out by iiNet, a large Internet Service Provider,
in its submission to the Senate Inquiry on the Comprehensive Revision of the
Telecommunications (Interception and Access) Act 1979 (Cth) ("Senate Inquiry
on the TIA"). iiNet argues strongly that:

Contrary to the Attorney-General Department's submission to this Committee,
access to telecommunications data is not necessarily less privately intrusive than
access to the content of a communication. We draw the Committee’s attention to
recent research from Stanford University which should put to put fo bed the
fallacy that the community should only be concerned about access to
telecommunications content and not "metadata” or telecommunications data.
Telecommunications data when accessed and analysed may create a profile of a
person’s life including medical conditions, political and religious views and
associations:

The researchers initially shared the same hypothesis as their
computer science colleagues, Mayer said. They did not anticipate
finding much evidence one way or the other.

"We were wrong. Phone metadata is unambiguously sensitive, even
over a small sample and short time window, We were able to infer
medical conditions, firearm ownership and more, using solely phone
metadata," he said.®

It's not at all clear that this increased surveillance and fundamental privacy risk,
together with the significant cost, is either necessary or proportionate. We've not
seen solid evidence that justifies surveilling minors and citizens on the chance
that two years later some evidence might help an investigation.

A copy of iiNet's submission is enclosed for your information.

The Committee writes to you to query whether the Government has satisfied itself
on the question of whether the collection and retention of metadata, without
authorisation, is consistent with Australia’s obligations under international iaw,
particularly Article 17 of the Internationai Covenant on Civil and Political Rights
(“ICCPR"). Article 17 sets out as follows:

1. No one shall be subjected to arbitrary or unlawful interference with his privacy,
family, home or correspondence, nor to unlawful attacks on his honour and

reputation,
2. Everyone has the right to the protection of the law against such interference or
attacks.

The Committee’s view is that it is strongly arguable that such intrusion on
individuals' privacy is neither necessary nor proportionate as required by Article

Z See Philip Dorling, “Big brother widens tabs on Australia's telecommunications’, The
Canberra Times,13 December 2013 and note 1.

® Clifton B. Parker, “Stanford students show that phone record surveillance can yield vast
amounts of information”, Stanford Report, March 12, 2014, available online:
hitp://news.stanford.edu/news/2014/march/nsa-phone-surveillance-0312 14.html
{accessed 7 April 2014)
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"We were wrong. Phone metadata is unambiguously sensitive, even over a small sample and short time
window. We were able to infer medical conditions, firearm ownership and more, using solely phone
metadata," he said.

It’s not at all clear that this increased surveillance and fundamental privacy risk, together with the significant cost, is
either necessary or proportionate. We've not seen solid evidence that justifies surveilling minors and citizens on the
chance that two years later some evidence might help an investigation.

iiNet is uncomfortable with the notion that commercial businesses may be forced into a role as unwilling agents of
the state to collect, store and safeguard very large databases for which the companies themselves have no use —a
role very different from that which those companies were originally estzablished.

Website blocking

One of the difficulties for law enforcement agencies, service providers and the community is that relevant provisions
concerning privacy are distributed between parts of the TIA Act and the Telco Act, making it difficult to clearly
understand how the privacy of telecommunications is protected.

iiNet reiterates its concern with law enforcement agencies use of section 313 of the Telco Act to force ISPs to block
websites. This provision obliges carriers and carriage service providers “..to do their best..” to ensure that their
networks and facilities are not used to commit offences.

The controversial use by ASIC of section 313 is one example of how the exercise of this power can contravene the
principles of necessity and proportionality discussed above. iiNet is also very concerned about the fack of
appropriate due process, accountability and oversight. The scope of this law enforcement obligation is vague and
uncertain and unfairly puts the onus on testing the validity of the request on the service provider. It is critical that
any exercise of section 313 powers to block websites must be accompanied by sufficient information to confirm that
it is appropriately authorised by a senior representative of the relevant agency.

In this context, iiNet last year developed an internal Site Blocking Policy which we believe could provide an
appropriate framework for other service providers in considering such requests and for the government in narrowing
the scope of section 313. iiNet works to achieve an appropriate balance between complying with its legal obligations
to action requests from agencies to block websites and ensuring that such requests are legally justified.

We've outlined the fundamental components of this policy below:

¢ iiNet will block sites only where external requests for compliance with legal obligations are supported by
legitimate authorisation, appropriate fegislation and due process.

»  Any requests which do not meet the minimum criteria outlined in the policy will be declined.

e Any request that meets the requirements of this Policy must be approved by an liNet executive before a site
block can be implemented.

¢ While the obligations in section 313 are broad, iiNet must be diligent in testing all such requests to ensure
that they meet reasonable standards.

 iiNet insists that requests for the blocking of infringing sites also provide {at a minimum):
a) personal contacts of the requestor in the relevant Authority;
b) a redirection page with details of the reasons for the block and appropriate remediation or appeal
processes for the affected parties;
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c) evidence that the site contains prohibited content and/or is the subject of a relevant court order or
judgment.

iiNet welcomes any questions from the Committee relating to this submission or the terms of Reference for this
Review more generally.



